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1. INTRODUCTION

The emergence of the system-on-chip (SoC) development paradigm presents designers
with new challenges in all aspects of the design process. Predictably, verifying a design
consisting of intellectual property (IP) from several organizations is monumental among
these challenges. Our research addresses this issue by investigating the possibilities of
formally verifying that an interface complies with a published standard, and by investigat-
ing methods for performing such a verification. In this paper, we survey several formal
specification languages that are candidates for interface standard compliance verification.

As in any engineering effort, the tools chosen for a verification project can greatly affect
its success or failure. One of the most important tools of a formal verification engineer is
the language used to specify the design. Having a broad view of the specification languages
available allows the practitioner to refine the candidate set to further investigate only those
most appropriate for the problem to be solved. To that end, we present a taxonomy of
the specification language space, and we use this taxonomy to structure our discussion of
the similarities, differences and relative merits of each approach. We classify specification
languages first according to their form, i.e., textual versus graphical or visual. We make
finer classifications according to origins: hardware description languages (HDLSs) versus
traditional software programming languages versus temporal logic languages, in the textual
case, and software engineering versus hardware engineering versus systems engineering,
in the visual case.

Since we focus on tools for formal protocol compliance verification, we restrict our sur-
vey to languages that explicitly support concurrent interactions occurring at component
interfaces. As this is not a sharp selection criterion, we supplement it with two secondary
criteria. First, where we consider a language that emphasizes multiple features that enable
protocol specification, we facilitate comparison by also including other languages empha-
sizing similar features. Second, we focus our discussion on recent developments in this
field, avoiding, for instance, discussion of Scheme-based hardware description and many
older logic languages.

We include Objective VHDL for its emphasis on message passing and its descent from
a traditional hardware description language. Likewise, hardware monitor approaches and
SystemVerilog grow directly from traditional simulation and emphasize protocol compli-
ance verification. We include SpecC, SystemC, and Java because of their similarity to C,
which should make them easy for most engineers to learn, and for their interface specifica-
tion facilities. Industrial interest for verification applications of all sorts in e, Open\era and
Esterel merits their inclusion. Lava takes a radically different approach by using multiple
interpretations of the same specification for various design and verification activities. Prop-
erty Specification Language’s foundations in formal temporal logics merit its inclusion.
We consider Message Sequence Charts for their message passing model, and Statecharts
for their expressive state machine notation. The Unified Modeling Language incorporates
both of these, along with other diagrammatic notations. In addition, engineers find it useful
in embedded and real-time systems. Explicit communication provided by a state machine
model makes Specification and Description Language of interest to our survey. We in-
clude timing diagrams, Hierarchical Annotated Action Diagrams, and the Heterogeneous
Hardware Logic for their formal foundations and for their hardware-specific specification
capabilities. Finally, we include Live Sequence Charts for their strengths in specifying
message passing and for other features that aid in formalizing specifications.
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No single language is likely to match our application exactly, but we prefer to adapt
an existing language, rather than to develop a new language. The ideal language for our
purposes has four characteristics that we use to evaluate the candidate languages.

—Precise semantics. Our application requires a language with a complete formalization.
Because the specification provides a baseline for many implementations developed by
different organizations, a precise semantics must be available.

—Short learning curve. The language must be easy to learn and understand, even by
those not highly trained in formal verification techniques. A well established, formal
compliance verification system is likely to be used by engineers of all specialties, not
just formal verification engineers.

—Connections with automatic verification techniques. Because the same verification
may be performed by both the IP designer and the IP integrator, the verification effort
must be significantly less than the total design effort. Because the organizations involved
may be contractually bound, the verification must also state definitively whether or not
the IP block complies with the standard. Furthermore, the results of the verification must
be reproducible. Languages that lend themselves to automatic verification techniques
are more likely to satisfy these requirements.

—Integration with existing design practice. The transfer of formal methods technologies
to industrial practice depends on their ability to fit into existing or emerging design prac-
tices. The recent explosion of new design and reuse methods offers many opportunities
for integrating formal compliance verification methods with accepted design practices.

The discussion of each language follows a simple outline. First, we summarize the syn-
tax of the language and offer some basic background on its development. Next, where
feasible, we present and discuss an example specified in the language. To facilitate com-
parison, we confine our examples to a single data-handshake protocol. In this protocol,
an initiator process drives data on a data bus, then asserts a flag telling the target process
that the data is ready. Upon receiving the validation signal, the target reads the data off
the bus and asserts an acknowledgment signal, allowing the initiator to proceed with sub-
sequent data transfers. Finally, we evaluate the language along the four axes listed above,
highlighting any additional results particularly relevant to our problem domain.

2. TEXTUAL LANGUAGES

Textual notations are traditionally used as formal specification languages. They resemble
hardware description languages and conventional programming languages, and therefore
lend themselves to automated analysis. We divide textual approaches broadly into those
inspired by hardware description languages, which tend to describe the design in low-level
detail, and those arising from programming languages, which tend to specify behavior at a
higher level of abstraction.

2.1 Hardware Description Languages

We first focus on three common hardware description language approaches, Objective
VHDL, HDL monitors, and SystemVerilog. Objective VHDL was developed to support
abstraction and reuse in hardware modeling. Hardware monitors have been used to specify
the PCI 2.2 standard and the Intel® Itanium™ bus protocol. Accellera drives the recent
additions to the IEEE Verilog standard known as SystemVferilog.
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2.1.1 Objective VHDL. Several proposals for extending VHDL with object oriented
elements have been developed [Swamy et al. 1995; Ashenden et al. 1997; Cabanis et al.
1996; Zippelius and Miller-Glaser 1992], but we focus our discussion on Objective VHDL
(OVHDL) [Radetzki et al. 1997]. The language transforms VHDL into an object oriented
language by adding data abstraction in the form of type classes, and structural abstraction
in the form of entity classes. Type classes allow the user to create data types such as
arrays or records, accompanied by the usual inheritance and data hiding associated with
object oriented languages. VHDL entity-architecture pairs already implement data hiding,
leaving only inheritance and message passing to be added by the OVHDL developers.

The message passing mechanism in OVHDL is designed to allow users maximum mod-
eling flexibility. It consists of three portions: a communication structure, a protocol, and
a dispatcher [Putzke-Rdming et al. 1998]. A communication structure represents a com-
munication pathway or channel between two objects. The protocol describes messages
that may be passed along the channel and details of the signaling involved. The dispatcher
listens for incoming messages and invokes the appropriate method call.

A case study reported by Allara et al. [1998] shows that the modularity of designs, and
hence their reusability, can be enhanced by modeling in Objective VHDL. The original
design of their ATM cell model consists of twenty processes in two architectures, while the
OVHDL version contains eight entity classes, making maintenance easier and facilitating
reuse of more abstract components. The case study indicates that designers require only
minimal training in using the additional OVHDL syntax. Automatic formal verification
tools for which VHDL is the modeling language also exist [Bell Labs Design Automation
and Lucent Technologies 1998]. The Objective VHDL tool suite translate the model into
VHDL, which can then be simulated by off-the-shelf tools. The potential for integration
with existing design practice is quite good, although the semantics of an Objective VHDL
model depend on the VHDL simulator chosen.

2.1.2 Hardware Monitors. The use of monitor modules as aids for simulation-based
verification was proposed as early as 1996 [Monaco et al. 1996]. Shimizu et al. [2000]
retarget monitors to formally specify hardware designs, showing that even the most com-
plicated hardware protocols can be described in this manner [Shimizu et al. 2001]. Such a
specification consists of a series of small monitor modules written in the same hardware de-
scription language as the implementation, where each monitor describes one requirement
in the specification. Monitors used for hardware specification tend to be of two types: a
small counter machine for an event that must happen within a certain number of cycles
after a trigger event, or a flag machine that remembers one piece of information, such as
whether the transaction is a read or a write.

Monitors possess capabilities especially useful for protocol design and verification. First,
they can be checked for internal consistency, using standard model checking tools, without
the aid of a completed implementation. Second, they can be reused for many verification
purposes, including automatically creating testbenches for simulation [Shimizu and Dill
2002]. Finally, specifications written in the monitors style can be proved implementable,
as demonstrated by Shimizu and colleagues.

Due to space limitations, we provide only a partial specification of our handshake pro-
tocol, presenting an example of how one property might be specified using monitors. Fig-
ure 1 shows how the counter machine might be described, specifying that the ack must
happen within four cycles of the generation of the val i d signal. While we use Verilog
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module counter (timer, trigger, clearn, max, clk);

output timer; .
. . . module spec (correct, data, valid, ack, clk);
input trigger;
. . output correct;
input clear; input data:
input [‘BITS-1:0] max; !nput al'?i"
reg [BITS-1:0] count; !npu vaid;
input ack;
initial begin count = 0; end input clk;
always @(clk) begin I ack must be received within 4 cycles of valid
if (clear) count = 0; counter ack_4_clks (correct, valid, ack, 4, clk);
else if (trigger) count = count + 1;
else if (count > 0) count = count + 1; endmodule

end;
endmodule

Fig. 1. Data transfer example specified in the monitors style.

as the base language for this monitor specification, it could be written in any hardware
description language. Typically, many different correct signals would be output from
many different modules, each named to identify both the module the monitor watches and
the line item in the specification that it represents. This way, when a correctness flag is
raised during simulation, the source is easily identified, and the issue is easily diagnosed.

Monitor specifications do not require the designer to learn a new language to create the
specification, since monitors are written in hardware description languages. Furthermore,
using the same HDL as the implementation means that the specification is already fully
integrated into the design cycle, complete with tool support. However, while portions
of common HDLs have been formalized, we are not aware of a complete formalization
of any HDL. As a result, a given monitor specification can mean different things when
run on different HDL simulators. Also, HDL descriptions can be difficult for humans to
parse, and related requirements may be located in physically remote portions of this type
of specification.

2.1.3 SystemVerilog. SystemVerilog, adopted by Accellera, seeks to promote conver-
gence of design and verification tasks. The language, an extension of the IEEE 1364
Verilog standard, adds facilities to Verilog for defining and verifying blocks at a high ab-
straction level, writing assertions, and creating test-benches [Sutherland 2003]. Based on
language donations from several industrial leaders, the language includes a rich collection
of programming language features [Sutherland 2002; Accellera Organization, Inc. 2002],
including object oriented classes, dynamic class creation, garbage collection, abstract and
user-defined datatypes, pass-by-reference variables, and semaphores, mailboxes and events
for interprocess communication.

Though the example in Figure 2 does not make use of the object oriented features of
SystemVerilog, it does illustrate another major addition to the language, an interface. In
its simplest form, an interface may be used to bundle groups of ports for reuse in the
design. The handshake interface in our example, on the other hand, defines two tasks
and a function for manipulating those ports, send, which outputs the data onto the wires
and then sets the val i d flag, i nval i dat e which deasserts the signal passed into it as
a parameter, and r ecei ve, which asserts ack and returns a copy of dat a to the calling
module. The initiator module first includes the ports defined by the hshake interface in its
port list, giving it access to all members of the interface. After initialization, it checks for a
new data value at each clock cycle, sending it via the interface, when one arrives. Once the
acknowledgment returns, it calls h. i nval i dat e(), to deassert the val i d signal. After
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interface hshake module init (hshake h, input clk, input rst)
bit data, valid, ack; bit d;
always @(negedge rst) h.invalidate(h.valid);
task send (input d, output data, valid) always @(posedge clk) begin
data =d; if (<new_data>) h.send(d, h.valid);
valid = 1'b0; else if (h.ack) h.invalidate(h.valid);
endtask end

endmodule
function bit receive (input data, output ack)

ack =1'b1; module targ (hshake h, input clk, input rst)
return data; bit my_data;

endfunction always @(negedge rst) h.invalidate(h.ack);

always @(posedge clk) begin

task invalidate (output sig) if (h.valid) my_data = h.receive(h.data, h.ack);
sig = 1'b0; else h.invalidate(h.ack);

endtask end

endinterface endmodule

Fig. 2. Data transfer example specified in System\erilog

performing its own initialization, the target module awaits the val i d signal, then reads
the data and asserts ack via the interface. Once val i d deasserts, t ar g deasserts the
acknowledgment, also.

The unification of design, testbench creating and assertion-based verification requires
fundamental changes to the Verilog simulation semantics [Moorby et al. 2003] to elimi-
nate possible race conditions. The simulation timeslot now contains three new execution
regions to allow non-blocking assignments to simulate with the correct semantics along-
side assertions and testbench interactions. The new simulation algorithm evaluates events
in specific, ordered sets: preponed, active, inactive, non-blocking assignments, observe,
reactive, and postponed. The preponed region allows testbench code to access simulation
data in the previous timeslot. The active, inactive, and non-blocking assignment regions
remain unchanged from the IEEE standard. The observe region evaluates invariant asser-
tions and clocked assertions not previously evaluated. The reactive region executes test-
bench code, including pass/fail statements included in assertions, and the postponed region
allows testbench code to suspend until all other regions complete execution.

Similarities to older versions of the Verilog hardware description language and efforts
by tool vendors to make SystemVerilog tools backward compatible, indicate that the learn-
ing the language and the accompanying assertion language and programming language
interface should be simple. The wide belief that SystemVerilog will eventually become
the IEEE Verilog Standard and the strong support of the language by major design and
verification tool vendors [Goering 2003], even prior to its acceptance by the IEEE, imply
that tools and methods for design will soon begin to appear.

2.2 Programming Languages

Next, we consider modeling techniques based on programming languages. First, we dis-
cuss several languages based in the C paradigm: SpecC, SystemC™, and Sun Microsys-
tems’ ® Java™. Then we consider two object oriented languages: e, which is marketed
by Verisity, Inc.™, and OpenVera™, which is sponsored by Synopsys Inc.®), followed by
another imperative language, Esterel. Finally, we consider the functional language Lava,
which is based on Haskell.

2.2.1 SpecC. SpecC isan executable modeling language intended to facilitate hardware-
software codesign [Gajski et al. 1999; Gajski et al. 2000; Domer et al. 1998] currently sup-
ported by the SpecC Technology Open Consortium. The Consortium maintains a language
reference manual [Domer et al. 2002] and a reference compiler. The SpecC Methodology
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behavior Main(void) {

interface HandShake { behavior Init(HandShake Port) { >
void Send(int i); void main(void) { HS C;

int Receive(void); int d; Init 1(C);
b3 d = <data assignment>; Target T(C);
Port.Send(d);
channel HS implements HandShake { }
int Data; 1
event Valid, Ack;
void Send(int i) {

int main(void) {
par {
l.main()
T.main();

Data = i; behavior Target(HandShake Port) { return O;
noitify Valid; void main(void) { }
wait Ack; } intd; ¥
int Receive(void) { d = Port.Receive();
inti; return d;
wait Valid; }
i = Data; s
notify Ack;
return i; }

%

Fig. 3. Data transfer example specified in SpecC. Adapted from Handshakingl.sc example by Rainer
Doemer which accompanies the SpecC Reference Compiler.

consists of four activities, which occur at a level of abstraction higher than the register
transfer level [Domer and Gajski 1998]. First, an initial executable specification describes
functionality, performance requirements, power goals, and cost constraints. Next, archi-
tectural exploration refines the specification by allocating resources, scheduling resources,
and partitioning behavior. Communication synthesis, the third step, inserts communication
protocols and synthesizes interfaces. Finally, software compilation and hardware synthe-
sis generate the implementation models. Support tools generate models at each stage in
the design cycle, and these models may be processed by typical simulation and debugging
tools. Also, static analysis and estimation can be performed after each step to ensure that
the design metrics remain within bounds established by the initial specification.

Central to the SpecC design methodology is the separation of communication from com-
putation [Domer and Gajski 2000], as shown in the data exchange example in Figure 3.
The specification begins by declaring an interface HandShake which contains two meth-
ods, Send and Recei ve. Next, the keyword channel indicates the specification of a
communication channel. In this case, the channel HS implements the HandShake interface
by declaring a variable to contain the data transmitted as well as events for signaling the
validity of the data and acknowledgment of receipt and then implementing methods for
sending and receiving data. The method Send first places the data for transmission on the
channel’s port, then signals the Val i d event, then waits for an Ack event from the receiver.
Correspondingly, the Recei ve method copies the data off the port once it receivesa val i d
event then acknowledges receipt and returns the data to its caller.

The remainder of the code fragment specifies the behavior of the initiator process, the
target process, and a parent process of both, Mai n. In this example, this specification style
illustrates to some extent the intended structure of the system, but this is not always the
case. The I nit behavior sets the data for transmission, calls the Send method of the
channel and then exits. Likewise, the Tar g behavior only reads the data element returned
by the channel into the variable d and returns it to its caller. Finally, Mai n ties the system
together by running 1. mai n and T. mai n in parallel. This example illustrates the ease
with which one might change communication protocols in the SpecC Methodology without
changing the functionality of the communicating processes.

Because of its connections with the C programming language, we expect SpecC to be
easy to learn. Support for turning various SpecC models into analogous models in con-

ACM Transactions on Design Automation of Electronic Systems, Vol. V, No. N, M 20Y.



8 . Annette Bunker et al.

ventional simulation languages allows the SpecC Methodology to integrate easily into ex-
isting design practices. This same trait means that state-of-the art verification tools and
techniques exist for SpecC designs. The recent creation of a formal execution semantics
for SpecC largely resolves formalization concerns [Mueller et al. 2002].

2.2.2 SystemC. Maintained and promoted by the Open SystemC Initiative (OSCI), the
SystemC™ language provides an executable modeling environment intended for aiding
hardware-software codesign, much like SpecC. The language and modeling platform are
built in layers on top of C++. Architectural layers include the core language, a separate data
type unit, an elementary channels unit (describing such as signals, mutexes, and FIFQOs),
and a second channels unit that includes more complex models, such as Kahn Process
Networks [Kahn 1974] and master/slave libraries. SystemC supports other computational
models, as well, such as Static Multi-rate Dataflow, Dynamic Multi-rate Dataflow and
Communicating Sequential Processes.

SystemC modeling may take place at any of several levels: gate level, register trans-
fer level, or the transaction level, which is higher than the register transfer level [Bhasker
2002]. Transaction level modeling (TLM) describes the system as a series of read and
write transactions, simplifying the modeling effort and speeding simulation. After initial
validation, the SystemC model can be partitioned into hardware and software components
and passed to the appropriate teams for further development. The SystemC model is ex-
ecutable, providing software teams with a development platform as well as a simulation
environment early in the hardware design cycle.

Five features represent the core circuit modeling language [Drechsler and Groge 2002].
First, modules behave as the main structural entity. Modules may contain submodules,
functions, data, and ports. Second, processes describe intended functionality. Next, ports
provide a communication mechanism between modules. Ports may be unidirectional or
bidirectional and they can send or receive data from other modules. Signals model wires
and represent the interconnection of modules, carrying data between them. Finally, clocks,
which are special kinds of signals, keep system time during simulation. Core language fea-
tures likely to be added include dynamic thread creation, thread forks, thread joins, thread
interrupts, thread aborts, timing constraint specification, support for real time modeling
and support for scheduler modeling [Swan 2001].

The SystemC user’s modeling view is similar to that provided by a hardware description
language, even though the programming language constructs are based in C++. This makes
hardware design akin to algorithm development. SystemC’s relationship to C++ makes it
easy to learn, and its object oriented encapsulation and inheritance capabilities make de-
signs modular, which in turn facilitates their reuse. The language and simulation platform
are accompanied by a well defined semantics in the form of a reference implementation,
which is widely available [Open SystemC Initiative 1999]. Work in progress strives to
complete a formal simulation semantics [Mueller et al. 2001]. A wide variety of commer-
cial and non-commercial tools available for the language include simulators, translators
which convert SystemC models into models written in other languages, as well as transla-
tors which convert other HDL models into SystemC models, synthesis tools, verification
tools, hardware/software codesign environments, and environments designed specifically
to aid the design and verification of system-on-chip systems in SystemC.
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import JavaSpecification.ASL.*; import JavaSpecification.ASL.*;
class initiator extends Thread { class target extends Thread {
public void run (Bool ack, Bool valid, Bool data) public void run (Bool valid, Bool data, Bool ack)
{ {
Bool my_data; Bool new_data;
data = my_data; while (true) {
valid = true; if (valid == true) break;
while(true) { new_data = data;
if (ack == true) ack = true;
break; }
while (true) {
valid = false; if (valid == false) break;
ack = false;

} }
}

Fig. 4. Data transfer example specified in Java.

2.2.3 Java. Java enters the hardware specification arena via three separate efforts. All
three project teams observe a trend toward describing hardware at higher levels of abstrac-
tion, reasoning that the programming language level may be the abstraction level appropri-
ate for next-generation design activities. They also argue that if programming languages
are appropriate for use as hardware design languages, then using a single language for both
hardware and software description makes sense. By using the same language as the hard-
ware description language and the software programming language, the entire system can
be simulated at once [Kuhn and Rosenstiel 1998].

In one project, class libraries support hardware simulation by implementing hardware
design components such as ports and signals [Helaihel and Olukotun 1997]. This research
inspires the Java specification of our data handshake example in Figure 4. The specification
first imports the RTL simulation support library. The initiator class extends the Java Thread
class and executes as an independent thread. The counter description contains only one
method, r un, which sets dat a equal to the contents of ny dat a, which may be previously
set as the user chooses. r un then asserts val i d and awaits an ack signal, at which time it
deasserts val i d. The target class also extends the Java Thread class and runs as a separate
thread, which busy-waits on the assertion of val i d, reads the value of dat a into its internal
variable, and then acknowledges receipt. Finally, the target again waits for val i d to be
deasserted, so it can deassert ack.

The second project targets Java specifically for embedded systems that must operate de-
terministically within bounded resources [Young et al. 1998]. Java programs cannot guar-
antee such bounded operation, and so restrictions must be made to the language. A method
called successive formal refinement aids the user in turning an arbitrary Java program into
one that can guarantee operating characteristics using the Abstractable Synchronous Reac-
tive computation model.

The third project considers two separate interpretations of the Java description: the struc-
tural and the behavioral [Kuhn et al. 1999]. In the structural interpretation, objects can be
mapped to structural components of the circuit, while the behavioral interpretation consid-
ers them to be connections between components. Again, to accurately represent hardware
in this framework, limitations must be placed on the language. Dynamic data structures
and floating point arithmetic are the most notable prohibitions.

Its wide acceptance in the software domain means that many engineers already know
and use Java. Wide acceptance also means that tools are beginning to emerge, such as
the Java PathFinder [Visser et al. 2000; Brat et al. 2000], which may be adapted for use
in hardware verification. The difficulty in performing static dataflow and control analysis
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presents a problem with respect to using Java for hardware verification. This, in turn,
relates to the difficulty of assigning formal semantics to the language, making it difficult
to determine the precise meaning of a specification written in Java. Without the ability
to determine the exact meaning, the specification is of limited use for formal protocol
compliance verification.

2.2.4 e. Created with functional verification specifically in mind, the e language from
Verisity Design Inc.™allows the user a great deal of flexibility in writing and extending
functional specifications [Hollander et al. 2001]. The language incorporates concepts from
several programming paradigms with the intent of allowing several users to extend the ver-
ification environment in different ways without affecting others’ work. Its aspect oriented
characteristics enable the user to modularize across structural objects in the system. The
inclusion of subject oriented techniques make it amenable to unplanned extensions. Fur-
thermore, e’s development draws from the lessons of the adaptive programming and object
oriented programming communities.

As might be expected from an industrial language, tool support for e is substantial.
Verisity’s tool suite includes a testbench generator, a coverage measurement tool, and a
testbench accelerator, which synthesizes commonly used portions of the testbench to the
desired hardware platform. Furthermore, work is underway to link e with other industrial
verification tools [Santarini 2001].

Test specification in e typically employs iterative refinement. Based on the system spec-
ification and the test plan, the test environment is developed, optionally linking to HDL
or code written in other programming languages [Verisity Design 1999]. The test envi-
ronment describes behaviors to check and defines the inputs to be generated. A synthesis
system translates the environment and inputs to traditional HDL or other programming
languages for simulation [Kuhn et al. 2001]. After simulation, coverage analysis feeds in-
formation back to the verification engineers, who can then bias the test generator to achieve
desired coverage. One engineer might add constraints to the system to bias the test genera-
tor toward certain inputs while another engineer biases toward other inputs. Because of the
aspect oriented and adaptive programming features of e, such multidirectional extensions
can coexist without interfering with one another.

e is a powerful, flexible language with growing verification tool support. It is used
in industrial verification practices. Having no first-hand experience with this language,
we do not know how much training is required to learn it. For instance, specifications
written in e may be difficult for a design engineer to use as an implementation guide, since
the language is designed with back-end verification in mind. Also, we cannot ascertain
whether or not the language has a formal basis, though we are aware of plans to integrate
ForSpec Temporal Logic, a linear temporal logic created by Intel Corporation, which does
have a rigorous formal semantics into the language [Armoni et al. 2002] (see Section 2.2.5
for more information on ForSpec).

2.2.5 OpenVera. Marketed commercially by Synopsys, Inc., OpenVera™ responds to
the need for high-level verification language that is easy to learn and use [Synopsys, Inc.
2001]. Syntactically, the language is similar to C++ or Java, including encapsulation and
inheritance mechanisms. Executable and capable of modeling concurrent processes, the
language and accompanying environment contain multiple facilities for test coverage anal-
ysis and augmentation, including user constraints placed on random tests, coverage statis-
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function bit initiator_data ()
{ program handshake
{

bit data; function bit target_ack (bit data, bit valid)
S { bit data;
<code initiatlizing data> P . »
g bit my_data; bit valid:

initiator_data = data;

} if (valid == HIGH) bit ack;
my_data = data; .
target_ack = HIGH; data = initiator_data();
function initiator_valid () } - valid = initiator_valid();
ack = target_ack(data, valid);
initiator_valid = HIGH; }

}

Fig. 5. Data transfer example specified in Open\era.

tics that may be queried during simulation, and generated tests that may be changed on-the-
fly to enhance coverage. OpenVera also includes temporal property specification features.

Experience in using Open\Vera offers several practical lessons [James and Dhamanwala
2000; Bergeron and Simmons 2000]. First, engineers with previous background in object
oriented programming tend to learn the language much more quickly than those new to
the paradigm. Second, the investment in education and foundation code can make the
first OpenVera project proceed slowly, but these investments often pay off in subsequent
projects. Third, the higher level of abstraction allows engineers to create more simulations
and better design coverage with the same verification effort. Finally, advance planning
of the verification method, class hierarchy, and support library is vital to the success of a
verification project based on OpenVera.

Figure 5 shows how the handshake protocol example might be specified using Open-
Vera. Though we do not use any object oriented features in this specification, our naming
convention is meant to suggest how this might be done. After some C-like compiler direc-
tives and macro definitions (not shown) [Synopsys, Inc. 2001], coverage analysis blocks,
subroutines, and classes may be defined. OpenVera supports only two levels of code hi-
erarchy, the top level and the subroutine or class level, with top-level code appearing last
in the file. In our example, we first define two functions describing the behavior of the
initiator. i ni ti at or _dat a specifies the generation of the dat a signal by creating a one-
bit variable, nmy _dat a, initializing it, and then returning it as the value of the function by
setting the function name equal to the value of my dat a. i ni ti at or _val i d, on the other
hand, simply returns the value of i ni ti at or .val i d as Hl GH, a preconstructed OpenVera
constant. The function describing the behavior of the target checks the value of val i d,
saves a copy of dat a, and returns the acknowledgment if val i d is HI GH.

With the integration of the ForSpec Temporal Logic (FTL) [Synopsys, Inc. 2002] lan-
guage from Intel Corporation, OpenVera now possesses the expressive power of a linear-
time temporal logic language [Armoni et al. 2002], as well as several other features which
make it amenable for the mechanical verification of hardware systems. ForSpec provides
the user with a rich set of built-in hardware constructs, such as bit vectors, common logical
operators, and common arithmetic operators. It allows the definition of regular sequences
of Boolean events, the modeling of multiple clocks and reset mechanisms, and a wide
variety of temporal connectives, including those that describe events occurring in the past.

Supported by a major electronics design automation (EDA) vendor, OpenVera is de-
signed to augment the traditional design flow and the rest of the company’s tool suite. In
fact, commercial designers are using it to augment their verification methods for such
projects as memory address controllers [Brunelli et al. 2001], PCI-X implementations
[Wang and Wen 2002], and metro-area networks [Krishnamoorthy et al. 2002]. Further-
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module Initiator;
output data : data_type;

lid: module target;
_uutplut "li id; input data : data_type;
:zgﬂ acki input valid;
var new_data: data_type in output ack;
loop
<compute new_data> X -
emit data(new_data); await valid;
emit valid; ?dala.
await ack; emit ack;
end var end loop
end loop end module

end modult

Fig. 6. Data transfer example specified in Esterel.

more, OpenVera is being integrated with other verification languages, such ForSpec and the
Unified Modeling Language (UML) [Thompson and Williamson 2002]. Since the level of
effort required to learn the language depends on previous experience with object oriented
programming languages, and since the language is designed as a simulation-based verifi-
cation, we are unable to ascertain whether or not a formal semantics exists for OpenVera
outside of its temporal logic subset.

2.2.6 Esterel. Esterel is primarily designed to describe reactive systems [2000; 1999].
Esterel models are based on the perfect synchrony hypothesis, which abstracts communi-
cation to a zero-delay broadcast action. The language includes a notational style suitable
for dataflow applications such as signal processing, and it has an imperative notation style
suitable for describing control-intensive applications such as bus interfaces. A diagram-
matic notation called SyncCharts, derived from Esterel and Statecharts (see Section 3.1.2),
provides a convenient way of expressing reactive behaviors [1996].

Figure 6 shows how the data handshake protocol might be specified using Esterel. Like
its counterparts specified in other languages, the example defines two processes, initiator
and target. The initiator creates output port dat a and handshake ports val i d and ack.
Inside an infinite loop, it creates a local variable new.dat a, computes its value for output,
and then outputs it on the dat a port, using the emi t dat a( new.dat a) construct. Finally,
it emits the val i d signal and then waits for an incoming ack. The corresponding target
process defines its communication ports and then waits to receive a val i d signal. When it
does so, it reads the value off dat a and then outputs the acknowledgment.

The Esterel Studio ™tool suite connected with the language is marketed commercially
by Esterel Technologies, Inc. The design methodology cycles through specification, sim-
ulation, verification, testing, and code generation [2000]. Esterel Technologies is devel-
oping language support specifically tailored for hardware design and verification [2000].
Among the proposed additions to the language, let statements model continuous assign-
ment, and signal vectors aid in modeling situations in which data and control paths are not
clearly distinguished. Encoder constructs enable easy exchange between various informa-
tion encodings. Finally, nondeterminism allows for modeling design environments, while
stronger boundaries between module interfaces more closely matches the hardware design
being modeled.

The Esterel language is backed by a complete formal semantics, as well as a growing
suite of design and verification tools targeted to the hardware design domain. The dual
programming language/visual notation nature of the language and accompanying tool suite
make it is easy to learn and utilize.
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request_quiet => EF (data = <data_value>)
(data = <data_value>) => AX (valid = 1)
(valid = 1) => AF (ack = 1)

(ack = 1) => AF request_quiet

data = <data value> until! valid = 0

Fig. 7. Data transfer example specified in Property Specification Language.

2.2.7 Lava. Lava is a hardware specification and verification language developed at
Chalmers University of Technology [Claessen and Sheeran 2000]. Researchers use the
language in developing and verifying designs based on Field Programmable Gate Arrays
(FPGAS) for applications such as high performance graphics, digital signal processing in
high-speed networks, and circuits designed to draw Bezier curves. Implemented directly in
the Haskell programming language, Lava consists of various Haskell modules that provide
the user with hardware-design facilities.

Lava circuits can be interpreted in a number of ways. The simplest interpretation cor-
responds to direct simulation. More advanced interpretations allow users to simulate with
symbolic data and to generate formulas that relate outputs to the inputs that generate them.
Lava’s roots in a general-purpose programming language facilitate connecting a circuit
description with a theorem prover for deep analysis of the system. Another interpreta-
tion generates VHDL code that can be used in simulation, synthesis, or other verification
activities. Lava provides this functionality through the use of monads, type classes, poly-
morphism, and higher order functions, all of which are standard features of functional
programming languages [Bjesse et al. 1998].

In spite of efforts to simplify the language [Claessen and Sheeran 2000], we fear that its
primary weakness is the steep learning curve. Few engineers have functional programming
backgrounds, and they will likely have difficulty working with the advanced constructs
required to fully utilize the hardware description features Lava embodies. Even though
Lava models can be used in conjunction with theorem provers for verification purposes,
using theorem provers requires extensive human intervention. Furthermore, semantics of
Lava specifications rely fully on the Haskell compiler or interpreter on which they are
executed. The lack of a formal semantics for the language weakens the link between the
description and the formal verification tools. However, because the Lava tools can generate
standard hardware description language models from Lava specifications, the language can
easily be integrated into existing design flows.

2.3 Temporal Logic

In this section, we discuss formal hardware description languages stemming from tradi-
tional temporal logics, not all possible uses of temporal logics for hardware specification.
One language makes up our discussion of such languages, namely Property Specification
Language (PSL). PSL is the temporal assertion language developed by IBM® [Formal
Methods Group 2000] and promoted by Accellera [Accellera Organization, Inc. 2003].
The original language extends Computational Tree Logic (CTL) by adding regular expres-
sions and some syntactic sugar which makes the expression of many complicated proper-
ties easier and more readable [Beer et al. 2001]. Recent versions of the language combine
CTL, Linear Temporal Logic (LTL) and Interval Temporal Logic (ITL) [Gordon 2002].
PSL includes a rich set of constructs including those for facilitating clocked and unclocked
evaluation, describing safety and liveness properties, building linear and branching time
assertions, and representing behaviors of finite and infinite length.
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PSL properties consist of boolean expressions, which describe system state in a single
cycle, sequences, which describe series of system states, and temporal operators, which de-
scribe the temporal relationships between expressions and sequences. The example prop-
erties specified in Property Specification Language shown in Figure 7 make use of the
branching fragment of PSL, the portion of the language most like CTL. EF, AX, AF, and
until! are temporal operators used in this specification. The first property states that after
transactions on the interface become quiet, then at some point in the future it is possible
that dat a be set to some data value for transmission. The second property then says that
setting dat a means that at the next time instant, val i d must be set, and the third property
requires that at some future time after val i d asserts that ack asserts. The next line asserts
that at some time after ack = 1, the interface must become quiet, again. Finally, the last
line specifies that the data value must remain valid until val i d deasserts and that val i d
must eventually deassert.

The language builds on a well-founded semantic basis and it is amenable to use with for-
mal verification tools. IBM’s RuleBase [Beer et al. 1996; Beer et al. 1997] verifies prop-
erties specified in Property Specification Language and the FoCs tool generates checker
modules for use with HDL-based simulation and verification [Abarbanel et al. 2000]. Fur-
thermore, since the standard proposal names three different syntax styles, or flavors [Ac-
cellera Organization, Inc. 2003], which resemble Verilog, VHDL, and Environment De-
scription Language (EDL) [Formal Methods Group 2001], the environmental description
language for the IBM formal verification tools, other vendors are developing tools based
on the language, as well. Unfortunately, despite attempts to make the syntax intuitive, the
language still resembles the temporal logic from which it came and requires considerable
background for use.

3. VISUAL LANGUAGES

Visual notations comprise a small portion of the available specification languages, but are
typically easy to learn. We divide such approaches into those stemming from software en-
gineering practice such as object oriented design methods, traditional hardware description
and documentation, and the newer field of system engineering.

3.1 Software Engineering

We consider four visual notations used for software engineering: Message Sequence Charts,
Statecharts, the Unified Modeling Language (UML), and the Specification and Description
Language. Message Sequence Charts are the message passing standard of the International
Telecommunication Union (ITU) . Message Sequence Charts and the Statecharts language
are both included in the Unified Modeling Language. The Specification and Description
Language is another standard maintained by the ITU.

3.1.1 Message Sequence Charts. The International Telecommunication Union main-
tains a formal definition and semantics for Message Sequence Charts (MSCs) [Interna-
tional Telecommunication Union 1999b; 1998]. The strength of MSCs lie in their ability
to succinctly describe communication among several cooperating processes and the ease
with which MSC descriptions may be understood. MSCs precisely show the division of
labor between cooperating processes, as well as the ordering of events. While the ITU
standard indicates that MSCs show the scenarios that a system may exhibit, in practice
they are used to describe behaviors that the system must contain. This dichotomy typically
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initiator target

data

valid I—

ack

Fig. 8. Data transfer example specified in Message Sequence Charts.

results from the project lifecycle. During requirements-gathering and exploration phases,
MSCs tend to show possible executions of the system. As project development continues,
the interpretation of the MSCs generally shifts to describe execution segments that all ex-
ecutions of the system must exhibit. In the literature [Kriiger et al. 1999], these possible
MSC interpretations are called existential and universal.

Figure 8 shows two processes, each denoted by a rectangle containing a process identi-
fier. A process life line extends downward from each process. An arrow represents a mes-
sage passed from a sending process to a receiving process. In our example, thei ni ti at or
first sends a message containing data to the t ar get , after which it sends the message val-
idating the data. The t ar get waits until it receives the validation message before it reads
the data. Finally, it sends acknowledgment of receipt back to the i ni ti at or. The time
scale of each process is independent of the others’, with the exception of the partial order
imposed by passed messages on events occurring in the sending and receiving life-lines.

MSCs present four problems with respect to developing a formal protocol description.
The first regards the formalization of the language. While the ITU maintains a formal def-
inition, it is insufficient for verification purposes [Klose and Wittke 2001]. The common
practice of interpreting MSCs two ways is inherently problematic. Formalization requires
a mechanism for distinguishing MSCs for existential interpretation from those for univer-
sal interpretation. Note that universal MSCs can be written for an internally inconsistent
system [Alur et al. 2000].

Second, MSCs lack the power of expression necessary for describing protocol behaviors.
Gunter et al. [2001] shows a widely published protocol example that cannot be expressed
using simple MSCs [Tanenbaum 1998], and so they propose High Level Compositional
Message Sequence Charts, an MSC variant with the expressiveness required to describe
the problematic example. MSCs also lack a mechanism by which the user may spec-
ify preconditions or postconditions for a chart. This complicates the task of formalizing
MSCs, as there is no precise way to determine when MSCs may be legally concatenated to
form a single execution of the system. This formalization challenge can be surmounted by
introducing into the language a notation for conditions, and then by defining a semantics
for these conditions. A closer study of these issues is presented elsewhere [Bunker and
Gopalakrishnan 2001].

Third, MSCs do not exhibit the scalability required for today’s complex protocols. Each
system behavior requires that a separate chart be drawn for Protocols containing multiple
user modes, and transaction options could take many MSCs to describe.

Finally, mechanically analyzing Message Sequence Charts is a difficult problem ad-
dressed by a large body of research. Problems considered include understanding why
MSCs are harder to analyze than state machines [Muscholl and Peled 1999], the difficulty
of embedding MSCs within one another [Muscholl et al. 1998], and determining whether or
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Fig. 9. Data transfer example specified in Statecharts.

not the language of a Biichi Automaton is in the language of an MSC [Muscholl and Peled
2001]. Muscholl and Peled [2000] summarize some of this work, simplifying the proofs.
Further, Madhusudan shows that determining whether the set of all MSCs defined by a
variant of MSCs, Message Sequence Graphs (MSGs), satisfies a monadic, second-order
(MSO) formula is decidable [Madhusudan 2001], and Madhusudan and Meenakshi [2001]
extend this result to define a model checking algorithm for MSGs and MSO. Henriksen
et al. [2000] investigate an automata-theoretic characterization of regular MSC languages
based on bounded message passing automata. They also use second-order logic to prove
the problem decidable. Finally, [Alur and Yannakakis 1999] study verifying whether a Hi-
erarchical MSC-graph model satisfies a temporal requirement given by an automaton, and
they present algorithms for different cases of the problem.

3.1.2 Statecharts. Proposed by David Harel in the 1980s [Harel 1987], Statecharts ex-
tend state machine notation by adding mechanisms for expressing hierarchy, concurrency,
and communication. Statecharts allow the user to build models hierarchically, permitting
tractable descriptions of large systems. Concrete states can be composed sequentially or
concurrently to form abstract states. Hierarchical tool support makes navigating even large
models manageable. Like Message Sequence Charts, the Statecharts language has been
integrated into the Unified Modeling Language.

Figure 9 specifies our data handshake in this visual formalism. Rectangles with rounded
corners represent states which can be decomposed into parallel substates or sequential sub-
states, as shown. The states labeled i ni ti at or andt ar get operate in parallel, expressed
as a dashed line dividing the superstate. Inside each, we see three sequentially composed
states, which may be named if the user chooses. States may also specify actions to be
performed on entry, exit, or during visit to the state. Arrows leading from one state to an-
other represent state transitions, or events, in the naming convention of Statecharts. Events
named dat a, val i d, and ack represent the assertion of each signal. Though not shown in
our example, the event description language is expressive, allowing users to specify event
names, parameters (in case the event represents a procedure call), guard conditions, and
actions to be performed on the transition [Rumbaugh et al. 1999]. The dark circle and
banded circle represent start and end pseudo-states, respectively. Pseudo-states may not be
decomposed, but merely represent the entrance and exit states of a chart.

The graphical notation and similarity to traditional state machines makes Statecharts
easy to learn, use, and read. The Statecharts language is commonly used in software de-
velopment practice, especially in object oriented design methods, and its popularity in
the real-time and embedded systems communities is growing. As a result, multiple tools
support various system-development activities and use Statecharts as input languages. In-
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Fig. 10. Data transfer example specified using the Unified Modeling Language’s (a) Class Diagram
and (b) Activity Diagram.

dustrial tools have been developed to translate Statecharts specifications into executable
programs or hardware descriptions suitable for simulation. Furthermore, attempts have
been made to link Statecharts directly with ordered binary decision diagrams for use in
model checkers [Helbig and Kelb 1994]. Unfortunately, assigning semantics to Statecharts
is a difficult problem. Various semantics have been proposed in the literature, with efforts
dating at least as far back as 1987 [Harel et al. 1987]. Until recently, assigning precise se-
mantics to a Statecharts model required a global view of the description [Pnueli and Shalev
1991]. Luften, et al. develop a newer, compositional method that mitigates this problem,
but is complicated to use [Littgen et al. 2000].

3.1.3 The Unified Modeling Language. The Unified Modeling Language (UML) is a
combination of the Object Oriented Desigh Methods independently developed in the 1980s
by Grady Booch, lvar Jacobson, and Jim Rumbaugh [Booch et al. 1999; Rumbaugh et al.
1999; Fowler 1999], and the standard for the UML is maintained by the Object Manage-
ment Group (OMG) [The Object Management Group 1999]. The language contains nine
different diagram types, from which users may choose to model various aspects of a sys-
tem. Use Case Diagrams target user requirements gathering. Class and Object Diagrams
document the object oriented architecture of the system. Sequence Diagrams (see Figure 8
for one type of UML sequence Diagram, a message sequence Diagram), Collaboration Di-
agrams, Statechart Diagrams (see Figure 9) and Activity Diagrams all model behaviors.
Component Diagrams and Deployment Diagrams specify the physical implementation of
the system and the configuration of run-time processing, respectively.

In addition to the previous examples of Message Sequence Diagrams and Statecharts
Diagrams, we show two more types of UML diagrams here. Figure 10 illustrates how we
might use Class Diagrams and Activity Diagrams to describe our handshake protocol. The
Class Diagram in Figure 10(a) describes two class entities, an I ni ti at or and a Tar get .
For every I ni ti at or, there must be exactly one matching Tar get , denoted here by the
solid line (class association) drawn between the classes and annotated by singular multi-
plicities (1s). The I ni ti at or class contains a single attribute, dat a of class Dat a, shown
in the first subsection of the class. It also contains two operations, out put _dat a( dat a)
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and val i dat e(), shown in the lower compartment. Similarly, the Tar get class contains
no attributes (upper compartment) and only one operation, acknow edge() .

The Activity Diagram in Figure 10(b) shows that the I ni ti at or is responsible for the
out put dat a activity and the val i dat e activity, while the Tar get is responsible for the
acknow edge. The banded circle at the bottom of the diagram indicates the end of a single
process flow. Note that Activity Diagrams and Class Diagrams generally lack the close
correspondence between activities and operations exhibited in this particular example.

The UML’s acceptance for embedded system and realtime domains grows [Bianco et al.
2002], making it an attractive candidate for system modeling tasks. User interaction, be-
havior, architecture and communication patterns can all be expressed, depending on the
diagram types chosen to describe the system. Many tools exist to support object oriented
design using the UML, and new tools and methods are being developed for the real time
and embedded system domains. These tools allow the user to animate the design, cross
check different charts for internal consistency, and automatically generate code.

On the other hand, there is no formal definition of the UML, making it difficult to as-
sign meaning to a specification. Efforts to disambiguate UML specifications fall along two
axes. First, the Object Constraint Language (OCL) [Warmer and Kleppe 2000], now in-
cluded in The UML standard, is a first-order logical language that uses entities from UML
diagrams as variable declarations. OCL annotations can be added to UML specifications
for clarity. Second, a large body of research focuses on fully formalizing the language.
These approaches generally fall into one of three categories: those using a set-theoretic
semantics [Richters and Gogolla 1998; 2001]; those that translate the specification into
formal languages such as Z [France et al. 1997], Object-Z [Kim and Carrington 1999],
Larch [Brickford and Guaspari 1998], or other formalizations such as Abstract State Ma-
chines [Boger et al. 2000] or Petri Nets [Baresi 2002]; and those that bootstrap a semantics
via metamodeling [Clark et al. 2001]. Hussmann [2002] considers these approaches in
more detail and presents an attempt to capitalize on their strengths by using object alge-
bras to unify the theories.

3.1.4 Specification and Description Language. The Specification and Description Lan-
guage (SDL) is an ITU standard [International Telecommunication Union 1999a] promoted
by the SDL Forum Society [Ellsberger et al. 1997]. A diagrammatic syntax and a textual
syntax are both maintained as part of the standard. SDL may be used to specify systems at
four levels of hierarchy: system, block, process, and procedure. System specifications de-
fine the boundaries between the specified system and its environment, and contain at least
one block. Block specifications group sets of processes and show the communication that
takes place among them. Similar to Statecharts in notation and usage, process specifica-
tions also extend simple state machines with communication notation. Finally, procedure
specifications break processes into task units that can be reused easily.

SDL specifications often consist of diagrams representing each of four levels of hier-
archy. In Figure 11 we specify a data transfer handshake consisting of two blocks and
showing only the process level. Each process begins execution in the state uppermost in
the figure. Rectangles with concave points represent messages received, and rectangles
with convex points denote messages sent. States with dashes denote a loop back to the
start state. The initiator process sends a dat a message followed by the val i d message. It
waits for the ack from the target and loops. The target, on the other hand, awaits both the
val i d and the dat a messages before it sends the ack message and loops to the start state.
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Fig. 11. Data transfer example specified in Specification and Description Language.

Since it has a formal definition [International Telecommunication Union 2000a; 2000b],
SDL is often used for mission-critical systems, such as complex real-time [Bozga et al.
2001; Bozga et al. 2000], aerospace, or distributed systems. SDL has a large software
development user base in Europe, and a wide variety of support tools are available, in-
cluding automatic code generators for C, C++, and Java and model checkers which input
the implementation model as an SDL program [Levin and Yenigiin 2001; Sharygina et al.
2001]. Its clear interfaces and object oriented nature aid design reuse. Unfortunately, SDL
is verbose: even small specifications can take pages to document. Since hardware protocol
specifications usually include descriptions of several communicating state machines, SDL
specifications are likely to grow cumbersome.

3.2 Hardware Engineering

Timing diagrams are often used in hardware design both to express the intended behavior
of a set of signals and to visualize their actual behavior. In this section, we first discuss
efforts to formalize timing diagrams for use in hardware specification. Then we present
Hierarchical Annotated Action Diagrams, a language that combines timing diagrams with
a notation for composing their behaviors. Finally, we complete our presentation of lan-
guages originating with the hardware design profession by considering the Heterogeneous
Hardware Logic, which incorporates waveform diagrams, circuit schematics, state machine
notations, and several logics into a single, coherent specification system.

3.2.1 Timing Diagrams. Because of their widespread use in industrial design practice,
timing diagrams have been investigated as a specification language since at least the early
1990s [Walkup and Borriello 1994]. Researchers pursue at least two major approaches, one
aimed at hardware/software cosynthesis and timing verification, and the other intended to
alleviate the functional verification problem.

The first approach translates the timing diagrams to temporal logic formulas, which then
determine the exact semantics of the diagrams [Lth et al. 1998]. Timing diagrams express
constraints on the operating environment, causal relations on events, and constraints on the
design outputs. Tools can then synthesize the timing diagram specification into either a
VHDL model or a set of assertions for formal verification [Amon et al. 1997].

In a second approach, Amla et al. [1999; Amla et al. [2001] define Regular Timing
Diagrams (RTDs), a class of timing diagrams for which both a precise semantics and a
decompositional model-checking algorithm exist. The language includes mechanisms for
iterating and overlapping the execution of the specification diagrams. The user may also
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Fig. 12. Data transfer example specified in Regular Timing Diagrams.

express signal transitions, sequential and concurrent dependencies between events, and
timing constraints. The model checking algorithm translates the diagram into a univer-
sal finite automaton, and then checks that the language of the implementation model is
included in the language of the RTDs.

Given the similarity in syntax between the two timing diagram languages, we present
only Regular Timing Diagrams in Figure 12. Arrows leading from one waveform to an-
other indicate sequential dependencies; these arrows are labeled with the interval notations
attached to each state’s timing constraints. For instance, < 1 is shorthand for [0, 1], which
indicates that the dependent event must occur between zero and one time units after the
independent event. In our example, the val i d bit must be set less than one time step after
the dat a bit is set. One or more time units later, the ack may be asserted. The assertion
of ack triggers the deassertion of val i d and the invalidation of the value on dat a, both
of which happen within a single time step. Finally, the deassertion of val i d forces the
deassertion of ack within one unit of time.

Timing diagram notations have several characteristics desirable for protocol compliance
verification. First, their formal semantics makes specifications precise. Second, their usage
as specification languages [Amla et al. 2000; 2001] as well as that of their successor lan-
guage, Modular Timing Diagrams [Amla et al. 2002] comes directly from the verification
tool community, and so many tools and automatic verification techniques can be lever-
aged. Finally, since timing diagrams are commonly used as design teaching tools, they are
already fully integrated into industrial design and verification practice.

3.2.2 Hierarchical Annotated Action Diagrams. Though not included in our list of
evaluation criteria, another drawback to using timing diagrams for hierarchical specifica-
tion and verification is the absence of a way to determine whether or not the specification
is realizable via a series of independently developed modules [Khordoc and Cerny 1998;
Khordoc 1996]. Action Diagrams and Hierarchical Annotated Action Diagrams (HAAD)
extended timing diagrams to include methods for determining causality and realizability.
A HAAD specification consists of two types of diagrams: Leaf Diagrams and Hierarchi-
cal Diagrams. As their names imply, Leaf Diagrams describe the behavior of ports of the
design, or leaf behaviors. They are similar to the timing diagrams discussed earlier. Hier-
archical Diagrams compose leaf behaviors in sequence, in parallel, in a looping construct,
in a choice construct, or in an exception handling construct.

Figure 13 shows how the data transfer example might by specified in HAAD. Figure 13a
shows a timing diagram describing the behavior of the four ports. cl k represents the sys-
tem clock, which is an input to the hypothetical module. dat a and val i d are both outputs,
and ack is an input connected to a complementary module. As in other timing diagrams,
minimum and maximum reaction constraints may be specified. HAAD specifications may
also be annotated with parameters, variable names, and Boolean functions, which are not
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CLK in

DATA_FLAG

DATA out

VALID out

ACK in

(a) (b)

Fig. 13. Data transfer example specified in Hierarchical Annotated Action Diagrams: (a) Leaf Diagram, (b)
Hierarchical Diagram.

shown in our example. Figure 13b shows a Hierarchical Diagram that composes the Leaf
Diagram on the left with two hypothetical Leaf Diagrams in parallel (| | operator) to com-
plete the example specification. Each of the component modules may operate zero or more
times, indicated by the L (loop) operator.

HAAD is designed with interface specification, verification and synthesis specifically in
mind. It allows the user to specify behavior and timing constraints separately. The HAAD
specification has a formal semantics and can be translated into a textual format suitable for
simulation and formal verification purposes. The textual format can also be translated into
fully synthesizable VHDL code [Khordoc et al. 1991]. However, HAAD has an expressive
drawback that makes its syntax somewhat unnatural for specifying interfaces, although
our example does not expose this. Each Leaf Diagram contains an implicit begin-end
pair corresponding to the left and right boundaries of the diagram. Because begin and
end are treated as actions, they can alter the solution space of the annotations and the
timing constraints of the diagram. Eliminating ill effects from this characteristic commonly
requires that diagrams begin or end at times other than the natural beginning or ending of
transactions. Consequently, describing pipelined protocols can be particularly difficult in
Hierarchical Annotated Action Diagrams.

3.2.3 Heterogeneous Hardware Logic. The Heterogeneous Hardware Logic (HHL) is
composed of six hardware description techniques, including circuit diagrams, algorithmic
state machines (ASMs), timing diagrams, computational tree logic (CTL), second-order
logic, and regular expressions over timing diagrams and linear temporal logic (LTL) [Fisler
1996]. HHL circuit diagrams represent a collection of components built from and gates,
unit delay elements, and inverters. Algorithmic state machines combine Mealy and Moore
machines into a single notation resembling flow charts. Rectangles represent states, bars
with pointed, convex ends denote decisions, and ovals denote Mealy outputs. As one of the
diagram’s first formalizations, timing diagrams in HHL closely resemble those presented
in Section 3.2.1. Since timing diagrams take the view that there is only one possible com-
putational future, CTL is included to represent the view that many future possibilities exist.
Likewise, second-order logic adds the flexibility of quantification over functions from dis-
crete time values to the logical values 1 and 0 for modeling signals. The sixth and final
component of the logic, the Calculus of Temporal Representations allows automata to be
used as operators within temporal logics, connecting and unifying various aspects of HHL.

The verification engineer constructs proofs using the visual components of this logic
directly, whereas most other visual languages require translating the diagrammatic repre-
sentations into a sentential form for manipulation. Notations in the HHL each have infer-
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request_quiet

data ”'} *
I

request_quiet

Fig. 14. Data transfer example specified in Live Sequence Charts.

ence rules for doing logical manipulation within a single notation, along with inference
rules for formalizing the translation between notations. This allows the user to show that
a particular circuit schematic implements the algorithm shown in an ASM, for example.
Some of the HHL sublanguages have support for algorithmic verification, as well [Fisler
1999]. Including the logical representation of the physical implementation lets proofs of
high-level properties extend to the lowest implementation level.

The Heterogeneous Hardware Logic’s flexibility is its greatest strength. It also fully for-
malizes several diagrammatic notations commonly used in engineering practice. However,
both these advantages come at the price of ease of use and notational intuitiveness. Most
engineers require training in specialized logics before they can fully utilize the language.
Though the HHL includes some automated tool support, we fear that verification using the
logic would require prohibitively large amounts of time and expertise. The HHL is better
suited for use with formal verification tools that require intensive human interaction.

3.3 Systems Engineering

The only language comprising our discussion of languages originating from the system en-
gineering discipline, Harel and Damm’s Live Sequence Charts (LSCs) [Damm and Harel
2001] extend Message Sequence Charts (see Section 3.1.1) in several ways. First, LSCs
contain a mechanism for testing conditions. In fact, when used in conjunction with the sec-
ond language extension, the ability to differentiate between optional and required behav-
iors, conditions can model if-then-else constructs from traditional programming languages.
Finally, multiplicities (represented as asterisks) specify that the associated behavior may
occur multiple times. When combined with conditions and optional behaviors, they can
represent loops. These features allow users to describe several alternative scenarios in a
single chart, unlike MSCs, which can only express one series of events per chart.

Figure 14 demonstrates the data transfer example specified in Live Sequence Charts.
Note the MSC-like features. We require that the interface be inactive prior to execution of
the chart, as shown by the optional (dashed) condition bar across the process life lines. If
the system is actively transmitting, the chart simply exits. Likewise, the chart leaves the
interface idle, as specified by the required postcondition. The required condition indicates
that leaving the interface in any state but r equest _qui et is a design flaw. Finally, apply-
ing the multiplicity operator to a subchart (dashed box) containing the series of repeatable
behaviors indicates that zero or more transfers may occur.

The intuitive, graphic nature of the language makes it easy to learn, and specifications
are easy to read and to understand. Current work seeks to develop a formal semantics
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for Live Sequence Charts [Damm and Harel 2001; Klose and Wittke 2001]. Tool support
for LSCs emerges rapidly as the language is integrated into the Statemate verification sys-
tem [Damm and Klose 2001; Bohn et al. 2002]. Also, tools allowing the user to create and
LSC specification of a system by describing interaction scenarios, called play-engines are
in development [Harel 2001; Harel et al. 2002; Harel and Marelly 2002]. Finally, Bunker
and Gopalakrishnan [2002] show how LSCs might be used in an automatic protocol com-
pliance verification system. These qualities make the Live Sequence Charts language a
promising candidate for protocol compliance verification.

4. CONCLUSIONS

Choosing an appropriate specification language for a particular verification problem is an
important task, as the specification language is the main tool of the verification engineer.
Familiarity with many such languages, their strengths, and their weaknesses makes the
choice more informed, if not more tractable. In the survey presented here, we consider a
variety of specification languages as candidates for protocol compliance verification and
evaluate their potential for specifying hardware communication protocols in a formal veri-
fication context. Our evaluation, based on four criteria, yields the following general obser-
vations about the four required criteria listed in Section 1.

—Precise semantics. Languages of all types—uvisual or sentential, intended for hardware
or software engineering—are equally likely to be formalized. That is, few languages
in any category have a formal semantics, and existing semantics often leave questions
unanswered, as in the case of Message Sequence Charts (see Section 3.1.1). We believe
this to be a result of the difficulty in writing a formal semantics, and not a characteristic
inherent in any particular type of language.

—Short learning curve. Hardware design engineers typically shy away from logical lan-
guages such as temporal logics. They also show some resistance to learning new pro-
gramming paradigms like object-oriented techniques. However, if the syntax resembles
that of a language with which the practitioner is familiar, she can often learn a new mod-
eling language (of any type) with ease. Furthermore, becoming proficient in using visual
languages seems to require less background in similar notations.

—Connections with automatic verification techniques. Textual languages are particu-
larly amenable to linkage with automatic verification tools and techniques. This may be
due to the historical development of the verification discipline. Also, it appears that the
presence or absence of specific language constructs greatly impacts visual languages’
potential for integration with automatic tools.

—Integration with existing design practice. Maturity of the language or paradigm seems
to determine whether or not practitioners use that language in daily tasks. This is not
surprising, given the time required to develop tool support and to migrate new techniques
into the workplace and classroom.

The growing complexity of the verification problem outpaces the growing power of our
tools, and current approaches represent but partial solutions. As more designers include
others’ intellectual property (IP) in their own designs, the availability of decisive standard
compliance verification techniques becomes critical. We feel that specification languages
must adapt to meet the demands of this burgeoning problem domain, and one part of our
broader research agenda attempts to determine the specifics of how to effect these changes.
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